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Hamilton
Health
Sciences

Multi Factor Authentication (MFA) Installation Instructions

Before you begin

Microsoft Authenticator &
Protects your online identity
Microsoft Corporation

Install the Microsoft Authenticator application
from the Apple store (for iPhones) or Google
Play store (for Android phones) on your phone.

#4 in Productivity

Free

Important to note:

e The Microsoft Authenticator app is required, no other apps will work.

e You will need to make sure Microsoft Authenticator allows you to see locations
in your phone’s settings.

e If you are off site, all authentication registration must be done within Citrix using
Microsoft edge browser. *

e If you do not have a mobile phone, please contact helpdesk@hhsc.ca for
support in setting up your MFA.

How to install

Open your Microsoft Edge browser on a desktop or laptop or in Citrix* using
the HHS (Hamilton Health Sciences) access app.

mRa /ccess HHS

Welcome to Office Browse to office.com and then select

borate, and get great work done. Slgn'ln

T ) o

Sign up for the free version of Office »

place to create, communicais)
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mailto:helpdesk@hhsc.ca
https://portal.office.com/
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Enter your HHS email @hhsc.ca and then click Next

B® Microsoft

No account? Create one!

H am' ‘ton Hea |th SClenceS Can't access your account?

Back Next

Sign in with your organizational account
hobbsk@hhsc.ca The system will automatically
I | redirect your request to the
HHSC (Hamilton Health
Sciences) domain login page.

Sign-in with your HHS login

credentials
For your first time signing in, you will be
% Microsoft
asked to setup MFA — select Next =
Us@hhsc.ca

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn maore
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You will be asked to secure your 8" icrosot

account by adding phone

verification. Additional security verification

Make Sure the drop_down SayS Secure y our account Dy adding phone verification to your password. Vie video to know how to secure your acco t

MObiIe app Stepdotow should we contact you?
Select Receive notifications for

verification

Then click Set up \

A QR code will appear on your desktop/laptop screen — keep this open as you complete
the next steps on your mobile phone.

You will receive a notification on your mobile phone @ Approve sign-in?
to Approve or Deny logon attempts. : ;g:g;:ca

Select Approve.

Deny > Approve

11:37 wil = .

= Authenticator Q.| =

Launch the Microsoft Authenticator
on your phone and click + in the top
right corner to add a new account
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Select Work/School account and then select Scan QR StEemAE i :
£ Add account
code
WHAT KIND OF ACCOUNT ARE YOU ADDING?
Conf gure moo le app .E Personal account
Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or i0S. ‘_|F 2
2. In the app, add an account and choose "Work or schaol account”. Ot (Google, Facebook, etc)
& (Google, Facebook, etc.
Ihe image below.
Add work\r school account
Sign in
e image, enter the following information in your app
Code: 255053 025
Url:  hitpsy/mobileappcommunicatar.auth.microsoft.com/activate/378853635/CUS Scan -the Q R code th at a ppea red
If the app displays a six-digit code, choose "Next" On your des ktop/laptop and SeleCt
i E Ar all 2 11:46 AM

Scan QR code
After the account has been added to Microsoft Authenticator,
the app may ask you for permission to send you notifications.

Select Allow

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

oo ad jcon badges. These can
be configur® in Settings.

Don’t Allow Allow

Or enter code manually

Your organization requires you to set up the following methods of proving who you are.

Method 1 of 2: App

(/) 2

App Phone

You will be prompted to

Microsoft Authenticator try it out and given a

Let's try it out notification #
V4
o %pprcva the notification we're sswmrg to your app '.’J)' eh[ermg the number shown below 0 n your pho ne you Wil |
21 .
be presented with a
Back screen to enter the
number
I want to set up 3 different method Skip setup
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8:26 w T Em
= Authenticator CI
8:26 7
= Authenticator p‘ )
>
R Q ,
Are you trying to signin?
R > | hhsc.ca
R e U T raes @ | hornbyk@hhsc.ca >
Are you trying to sign in? Enter the number shown to sign in.
| hhsc.ca
m hornbyk@hhsc.ca >
! 1

Enter the number shown to sign in.

- No, it's not me Yes
Enter number here

No, it's not me Yes

1 2
1 2 3 4 5 \ 6
4 5 6 7 | 8 - \o
PQ7RS T?V W)(gvl o Q‘
0 Q|

Type the number into the authenticator on your phone and select Yes.

Keep your account secure You will get a message on your
Your organization requires you to set up the following methods of proving who you are, desk‘top Or |ap‘t0p that your
Notification is approved.

Method 1 of 2: App

(/] 2

App Phone

Microsoft Authenticator

At first setup, you will need to
provide a secondary access
method to identify you in the event
you lose access to MFA.

Notification approved

v

Lyiant to set up a different method

Select Next to add a phone # to
text or call.

50f8
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Keep your account secure

Your organization requires you to set up the following methads of proving who you are.

Method 2 of 2: Phone

o 0

App Phone

Phone

YYou can prove whe you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use? Se.IeCt your Country COde
- using the drop-down box
‘ Canada (+1) v| 5555555555 ; .
and type in your phone
® Tes e cose number and then select
OCaH me Next

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

Lwant to set up a different method Skip setup

You will get a code
via SMS text or call
depending on your
choice

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

o o

App Phone

Type the code
sent to your
phone and

We lust sent a 6 i’git code to +1 5555555555. Enter Select N ext
278043

Resend code
w - L

Phone

| want to set up a different method Skip setup
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Keep your account secure The screen should now
Your arganization requires you to set up the following methods of proving who you are, indicate that your 2nd method
was successful. Select next
to complete the process.

Method 2 of 2: Phone

App Phone

Phone

° SMS verified, Your phone was registered successfully.

Skip setup

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Your final screen will

|
success! show that you were
Greauub‘.‘fuu.havesuctessful\yset up your security info. Choose *Done” to continue signing in. SUCCGSSfUI and that you
Default sign-in method: . .
g have two default sign-in
o methods. Select Done to
Q) o v close window

A
Micresoft Authenticator
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You have now registered your HHSC account for
Multi-Factor Authentication! i
- Microsoft

GOing Forward.... Pick an account

|E| hornbyk@hhsc.ca
You may have multiple accounts registered for
MFA. n

Use another account
Each time you authenticate your account, you will
be asked to Pick an account that you would like to

el

use. "

Once you select your HHS account, you

will see the HHS login screen. Hamilton Health Sciences

Input your password and select Sign in.

Sign in with your organizational account

hernbyk@hhsc.ca

Once signed in you will get a screen asking you to approve your .
sign in request. It will display a number Scinces

hornbyk@hhsc.ca
Approve sign in request
3:24 . > @ Open your Authenticator app, and enter the
\numher shown to sign in

= Authenticator ¢ @
- =
g g Are you trying to sign in? % _
No numbers in your app? Make sure to upgrade to
| nzsrr‘:f:ﬁ@nhsc.ca the latest version.
R | Enter the number shown to sign in. .
App . . . . . .
1 | You will receive a notification on your mobile phone via the
Location . .
ON, Canaci Microsoft Authenticator app.
Wy s Type in the number from your screen and Select Yes.
No, it's not me
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